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MWHUCTEPCTBO OEPA30BAHMUA N HAYKW POCCUACKOW ®EQEPALINU

OENAPTAMEHT rOCYAAPCTBEHHOM MONIUTUKU B COEPE
OBLUEro OBPA30OBAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHUA UHO®OPMALINU

[enapTtameHT rocyaapCTBEHHOW nonuTMku B cdepe obwero obpasosaHusa MwuHoGpHayku Poccum
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta Pepepauum no  pasBUTUIO
NHOPMALIMOHHOrO obLecTBa MeToAMYECKMe peKkoMeHOauuy O pasMeLleHMU Ha WHMOPMALMOHHBLIX CTeHaax,
odmumanbHbIX MHTEPHET-CalTax U OPYrnx MHOpPMaLMOHHLIX pecypcax oblieobpasoBaTenbHbIX OpraHvM3auni u
OpraHoB, OCYLLEeCTBNALWMX ynpasneHne B cdepe obpasosaHus, MHpopmauun o 6es3onacHOM MOBeAeHUUN W
ncnonb3oBaHum cetn "HTtepHeT".

OupexTop [enapTtameHTa
A.E.TTETPOB

Mpunoxexue

METOAMYECKUE PEKOMEHOALIMU
O PASMELLEHAUN HA UH®OPMALIMOHHbIX CTEHOAX, O®ULIMATIbHbLIX
WHTEPHET-CAUTAX U APYIMX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA30BATEJIbHbIX OPFAHU3ALIMA U OPFTAHOB, OCYLLEECTBNAIOLLNX
YNPABJIEHME B COEPE OBPA30BAHUA, UH®OPMALIMKA O BESONACHOM
NOBEOEHUMN U UCNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn u uneHamn BpemenHon komuccun CoseTa depepaumy nNo pasBuTUO MHEGOPMAaLMOHHOMO
obLlecTBa B paMKkax BbINOMHEHNS peKoMeHAauui napnameHTCkux cnywaHmn "AkTyanbHble BONpockl obecneyeHms
6e3onacHOCTV 1 pa3BUTUS geTen B MHAOPMaLMOHHOM npocTpaHcTee", koTopble npownu B Cosete ®egepauun 17
anpensa 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKOMeHAaLuMu O pasMelleHMM Ha MHAOPMaLUNOHHBLIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-calTax W APYrnX MWHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
opraHuM3auuMin 1 opraHoB, OCYLLECTBASIOWMX ynpaBrneHne B cdepe obpasoBaHus, uHdopmaumm o 6e3onacHom
noBefeHUn 1 ncnonb3oBaHun cetn "MIHTepHeT" (danee - MeToanyeckue pekoMeHaaumm).

MeToanuyeckne pekoMeHgauun HarnpasfeHbl Ha KayeCTBEHHOE MOBbLILWEHNE YPOBHS WMHAOPMALMOHHON
aearenbHoCcTU 0Ouweobpa3oBaTenbHbIX OpraHM3auuin M OpraHoB, OCYLLECTBAKLWMX ynpaBreHne B cdepe
obpas3oBaHMs, B 4YacTu MHAOPMUPOBAHUSA YyyalUMXCSA, WX poauTenen (3akOHHbIX npeacraBuTenen) u
negarormyecknx paboTHMKOB 00 OCHOBHbIX acnekTax MHopMaLMOHHON 6e30MacHOCTH.

MeToanyeckne pekoMeHZaumm No3BonAT  obuwieoOpasoBaTernbHbIM  OpraHusaumMsiMm U opraHam,
OCYLLECTBMAIOLWMM ynpaeneHne B cdepe oOpas3oBaHus, akTyanM3npoBaTh YXKe UCMONb3yeMble U pasMeLleHHble
NMH(OPMAaLMOHHbIE MaTepuarbl, Tak U NOArOTOBUTb UX B Crlyd4ae UX OTCYTCTBUS C YYETOM Jy4LUMX MPaKTUK U
pekomeHaaunin.

B pamkax MeTogu4eckmx pekoMeHgaumn paccmMaTpmMBaloTCs CreayoLme MHCTPYMEHThI:

1. NHpOpMALMOHHBbIE CTEHAbI;

2. othuumanbHble UHTEPHET-PECYPChI;
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3. cpegcTBa maccoBoy UHopmauun (LLUKOMbHbIE ra3eThbl, Negarorniyeckne n3gaHus n apyrue).
UHdopmaumnoHHble cTeHAabI

Ha wHdOpMauMoHHbIX CTeHdax B obweobpas3oBaTerbHbIX OpraHu3auusx, pacrnosioXeHHbIX B dhone
YYPEXOEHUN M B KaOWHeTax, OCHALLEHHbIX MepCOoHanbHbIMW YCTPOMCTBaAMM ANS Bbixoda B ceTb "VIHTepHeT",
pekomMeHayeTCcsi pasMecTuTb UHEOPMaUMOHHbIE MaMATKW, COOEepXallne OCHOBHblE COBETbl MO obecneyeHuio
NHGOPMALIMOHHON 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeToan4YeckuM pekoMeHaaumsiM npeacrasrneH obpasel, NamMsaTkvM Ans pasMeLLeHns Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpeacTBa MaccoBoW MH(opmauumn

B cpeactBax MaccoBor MHGOpMauWM, OPUEHTMPOBAHHLIX Ha OGY4YaloLLMXCSl, PEKOMEHAYeTCsl B TeyeHue
y4eGHOro roga perynsipHo nyGnukoBaTb MHGOPMAaLMOHHbIE MaTepuarbl, NOCBSALWEHHbIE OTAEMbHbLIM acrneKkTam
MHbopMaLMOHHON Ge30nacHOCTH, a Takke pasnuyHble NamMsATKM OBLLEro XapakTepa.

B cpenctBax MaccoBol  MHGOPMauMW, OPUEHTUPOBAHHBIX Ha MEefarorMyeckyld  o6LLIEeCTBEHHOCTD,
pekoMeHayeTCA B TeyeHue KkaneHaapHoro roda perynspHo nybnukoBaTb WMHGOPMAaLUMOHHbIE MaTepuansl,
MOCBSAILLEHHbIE OTAENbHLIM acnekTam WHMOPMaLMOHHOW Ge30MnacHOCTM KakK HEeCOBEPLUEHHOMETHUX, Tak W
obLeobpasoBaTenbHbIX  OpraHvM3auuii, a Takke pasnuyHble namsTku, 0630pbl  HOPMAaTUBHO-NPaABOBOIO
perynupoBaHusi aHHON cdepbl U MHOPMaLMIO O aKTyarnbHbIX MEPOMNPUATUSX U COBLITUSIX B JaHHOW cdepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHpyeTcsa obecneudntb
BbIMYCK TEMaTM4EeCKOro BbiMyCcka cpedcTBa MaccoBon uHdopmauum nubo cepum nybrnuvkauum, cpegu KOTopbIX
paccMOTpPeTb OpraHM3oBaHHbIE MepPoNpUATUS ANd obydalrowmxcs, Ux pogutenen (3akoHHbIX npeacTaBuTenen) u
negarornyeckon obLecTBEHHOCTN.

OdwmumnanbHble UHTepHeT-pecypchbl
O6Lleobpa3oBaTenbHbIM  OpraHu3auussM pekoMeHOyeTcs Ha cBoux oduumanbHelx WHTepHeT-pecypcax

obecneunTb (YHKLMOHMPOBAHWE CaMOCTOSITENBHOMO U cneuuanusMpoBaHHoro pasgena "MHdopmaunoHHas
Ge3onacHoOCTL", B paMKax KOTOporo npeaycMoTpeTb pasMeLleHve crieyroLel nHpopMaumu:

N Paspgen/nogpaspgen | ®opmat npeacraBneHuns CopgepxaHue maTepuarnos
maTtepuanos
1. |JlokanbHble Konunn fokymeHTOB B PasmeLluaroTcs Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | dopmaTe *PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
chepe obecneyeHus cooTBeTCTBYOWUA TpeboBaHNAaM K
NHPOpPMaLIMOHHON napamMeTpam CKaHMpOBaHUS.
6e3onacHocTu PasmMellaoTca JOKYMEHTHI,
obyyatoLmxcs pernaMeHTUpyloLmne opraHm3aumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MEPONPUATUIA NO obecnevyeHunto
WMHopMaLNoHHO BGe3onacHOCTU
oby4yarowmxcs n gpyrue.

2. |HopmatusHoe Konuu fokymeHTOB B MyOGnukytoTCS akTyarnbHble CBEAEHUS O
perynuposaHue dopmarte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax OpraHoB BnacTu U gpyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernaMmeHTupyoLmne obecneyeHne
MHopMaLNoHHO Ge3onacHOCTU
HecoBepLleHHoneTHuX. [lonyckaeTcs
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BMECTO KOMUWIA pa3mellaTtb MMnepccbinikn Ha
COOTBETCTBYHOLLMNE AOKYMEHTLI HA canTax
OpraHoB rocyapCTBEHHOM BnacTu.

3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatoTca metoamyeckme
paboTHMKam caunTa peKkoMeHaaLmMmn 1 yKa3biBaeTCs
Konuu gokymeHTOB B MHGOpMaLNS O MEPONPUATUSIX, MPOEKTaXx
dopmaTte *PDF M NnporpaMmmax, HanpaBfeHHbIX Ha

nosblLLeHne NHOPMaLMOHHOM
rPaMoTHOCTM NeJarorn4eckux paboTHNKOB.

4. | Obyvarowumces TekcT Ha cTpaHuue PasmeluaeTcsa nHdopMaLNOHHaa namMmsaTka
canta (npunoxeHue N 2) n ykasbiBaeTcst
MHGOpMaLNS O MEPONPUATUSIX, MPOEKTaXx
W MporpaMmax, HanpaBfieHHbIX Ha
noBblLLEHNE NHDOPMALMOHHOM
rPaMoTHOCTM 0By4YatoLmnXCs.

5. | Poautensm (3akoHHbIM | TEKCT Ha cTpaHuue PasmellaeTtca nHdopmaumoHHas namsTka
npeacTaBuTENAM) cavita (npunoxenue N 3).
obyvatowmxcs

6. |[etckune 6esonacHble | TeKCT Ha cTpaHuue Pasmellaetca nHdopmaums o
canThbl caunTa peKkoMeHOyeMbIX K MCNONb30BaHMIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
BGaHHepbl 6e30NacHbIX ETCKUX CalUTOB.

OpraHaM, OCyLLEeCTBNSIIOLLMM ynpaBrneHue B cpepe obpa3oBaHns, pEKOMEHOYETCS HA CBOMX OhuLManbHbIX
WHTepHeT-pecypcax obecneuntb (YHKLUMOHUPOBAHWE CaMOCTOSITENBHOMO M CreuuanuM3upoBaHHOro pasgena
"MndopmaumoHHasa 6e3onacHOCTL", B pamMKax KOTOPOro NpeaycMOTpeTb pa3MeLleHue cneayowen nHopmaumm:

Mpunoxexne N 1

NAMATKA }
[ANS OBYYAIOLLMXCSA OB UHPOPMALIMOHHOWN BE30MACHOCTM AETEN

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadumn cBou, CBOEN CEMbU U ApY3en);

2. OTKpbIBaTb BMNOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNPaBUTENS;
3. [pybuTh, NpuaMpaThCs, OkasbiBaTb AABMEHUE - BECTU Cebs1 HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikaics AeHbrammu TBoel ceMby 6e3 paspelleHnst cTaplunx - BCceraa cnpaluvean poauTenein;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMW B pearibHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
nosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VIHTepHeTe - coobLy 06 3TOM CBOMM poauTENsM
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UNn onekyHaw;
2. MNpurnawatoT nepenncbiBaTbes, Urpatb, 0OMeHUBaTbLCS - NPOBEPbL, HET NN NOABOXA;
3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBaw B3pocrbiM 0 npobriemax B CeTU - OHW BCceraa noMoryT;

5. Wcnonb3yin HacTporikn 6e3onacHOCTU U NPUBATHOCTM, YTOObI HEe MOTEepPATb CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;
2. Nonb3yelwwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbINKY Ha HEro;
3. OTKpbIBaW TONbKO T€ CChINKK, B KOTOPbIX YBEPEH;
4. O6LaTbCcs 3a MOMOLLbIO B3POCHbIM - POAMTENW, ONEKYHbl U aAMUHUCTPALUSA CanToB Bcerga nomoryT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" M NONYyYN NacnopT LndpoBOro rpaxkaaHuHal

Mpunoxexne N 2

MHOPOPMALIMOHHAA NAMATKA
ANA OBYYAIKOLWNXCA ANA PASMELLEHUA
HA OOULUNAIBbHbBLIX MHTEPHET-PECYPCAX

C KaxgblM rogom MONogexun B MHTEPHETe CTaHOBUTbCS Bornblue, a LWKONbHUKM OOHU M3 CaMbIX aKTMBHbIX
nons3osartene PyHeta. Mexgy Tem, NOMMMO OrFpOMHOrO KOMMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT wu
npobnembl. 3Ta NnamATKa AOMKHa NOMoYb Tebe 6e3onacHO HaXOAUTLCS B CETU.

KomnbloTepHble BUpPYCbI

KoMnbloTepHbIN BUPYC - 3TO Pa3sHOBWAHOCTb KOMMbIOTEPHBIX MPOrpamMm, OTINYUTENbHOW OCODBEHHOCTbLIO
KOTOpOW SBNSETCA CNOCOOHOCTb K pasMHOXeHuo. B gonomHeHne Kk 3ToMy, BUMpPYCbl MOryT MOBpPeavTb WUnv
MONHOCTBbIO YHWYTOXWUTb BCe pavinbl M AaHHble, MOAKOHTPOSIbHbIE MOMb30BaTENO, OT MMEHM KOToporo Obina
3anyLleHa 3apaxeHHas nporpaMmma, a Takke nospeiuTb UNN gaxe YHUYTOXUTb OrnepaLnuoHHY0 CUCTEMY CO BCEMU
avinamu B uenoM. B 6onblumnHCTBE CryvyaeB pacnpoCTPaHSIOTCA BUPYChl Yepe3 UHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHBIX MPOrpamm:

1. Wcnonb3yih cOBpeEMEHHble OMNepauuoHHbIE CUCTEMbI, WMEKLIME Cepbe3Hbll YpOBEHb 3aliuTbl OT
BPEAOHOCHbIX NPOrpamm;

2. ToCcTOAHHO yCTaHaBnMBan nayTn (UM@poBbIE 3annaTkv, KOTOpble aBTOMaTUYECKM yCTaHaBMNMBAKTCS C
Luenblo gopaboTku nporpamMmbl) U Apyrve OoBHOBNEHMSA CBOeW onepaunoHHOWN cucTembl. CkaumBan KX TOMbKO C
othmumnansHoro cavta paspabotuvka OC. Ecnu cylecTByeT pexxmm aBTOMaTU4YecKoro 06HOBNEHUS, BKIIOYM €r0;

3. PaboTali Ha cBOEM KOMMbIOTEPE Mof NpaBamu Nonb3oBaTens, a He agMUHUCTpaTopa. ATO He NO3BONUT
GONbLUMHCTBY BPEAOHOCHbBIX MPOrpamMM MHCTaNIMpPoBaTbCsl HA TBOEM NEPCOHANBLHOM KOMMbIOTEPE;

4. Vcnonb3yn aHTUBUPYCHblE MporpaMMHble NPOAYKTbl WU3BECTHBLIX NPOU3BOAMTENEN, C aBTOMAaTUYECKUM
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obHoBrneHnem 6as;
5. OrpaHuyb hrsmyecknin 4OCTYN K KOMNbIOTEPY AN MOCTOPOHHUX KL,

6. Vicnonb3ayi BHELWHWE HOCUTENW MHADOPMaLIMK, TakMe Kak dorieLuka, AUCK unm dpann n3 MHTepHeTa, ToSbKO
13 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpbiBa KOMMbIOTEPHbIE Qalnbl, NONyYeHHblE W3 HEeHaOeXHbIX UCTOYHMKOB. [axe Te dhannsl,
KOTOpble npucran TBOW 3HaKOMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsan nm oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHOMNOrns, a Bcero nuuwb OpeHa, mapka. Ewe B 1991 rogy
HuaepnaHackasa komnaHusa 3apernctpupoBana 6peHa "WECA", uto obGosHadano crnoBocoyveTaHue "Wireless
Fidelity", koTopbin nepeBoauTCcs Kak "GecnpoBogHast TOMHOCTb".

[o Hawero BpemeHu powna gpyrasd abbpesumaTypa, KOTOpasi ABMSIETCS TaKOW Xe TexHomorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe Obi0 AaHO C HAMEKOM Ha CTaHAapPT BbICLUEN 3BYKOBOW TexHUKkM Hi-Fi, uto
B NepeBoje 03HayaeT "BbICOKas TOYHOCTL".

Ha, GecnnaTHblA MHTEPHET-AOCTYN B Kade, OTENSAX M aspornopTrax SIBNSAETCA OT/IMYHOM BO3MOXHOCTbIO
BbIXOAa B UHTEPHET. Ho MHOrMe akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi ceTu He sBnatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHoCTH paboTbl B 06wWenocTynHbix cetax Wi-fi:

1. He nepepaBai cBoO nu4yHyo unHdopMauuio yepe3 obuwenocTtynHole Wi-Fi cetn. PaboTtas B HuX,
XenatenbHO He BBOAMTb Maponuv OCTyNa, NOrMHbl 1 Kakne-To HOMepa;

2. cnonb3yi n o6HOBNSAN aHTUBUPYCHbIE MporpaMmbl U bpaHamayep. Tem cambim Tbl 06e3onacuwb cebs ot
3aKayky BMpyca Ha TBOe YCTPOWCTBO;

3. Mpu ncnonbaoBanmm Wi-Fi oTkntoun doyHkumio "O6wmn goctyn k parnam u npuHtepam”. JaHHas gyHKUmMS
3aKpbiTa MO YMOSYaHUIO, OLHAKO HEKOTOpble MONb30BaTENM aKTUBMPYKOT ee Ans ygobCTBa MCNONb30OBaHWUS B
paboTte nnn yyebe;

4. He ncnonb3yn nyonmyneii WI-FI ans nepegaym nyMyHbIX AaHHbIX, HANPUMMEpP Ansi BbIXo4a B COLManbHble
CeTU UK B 3MEKTPOHHYIO MOYTY;

5. Vicnonb3yi Tonbko 3awmeHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTknoum dyHkuuio "TogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMaTU4YeCKOro NoaknioveHust yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CoumanbHble CeTM aKTUBHO BXOAAT B HALly XWU3Hb, MHOMME Niogn paboTaroT M XKMBYT TaMm NMOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4erioBek, YTO SABMASETCA OAHOW CeObMOM BCEX XUTenen nraHeThbl.
MHorve nonb3oBaTeny He MOHMMAOT, YTO MHGOPMALMS, pa3MeLleHHast MU B COUMarbHbIX CETSX, MOXET ObITb
HanJeHa 1 UCMnonb3oBaHa KeM YrogHo, B TOM Yucre He o6s3aTenbHo ¢ 6naruMmm HamepeHusimu.

OcHoBHble coBeTbl Mo 6e30NacHOCTN B coLManbHbIX CETSX:
1. OrpaHun4b cnncok gpy3en. Y 1ebs B Apy3baX HE OOMKHO ObITb CNy4anHbIX M HE3HAKOMbIX NIOOEN;
2. 3awumuian cBOK YacTHYI XuU3Hb. He ykasbiBam naponu, tenedoHbl, agpeca, gaTy TBOEro poXAeHus u

OPYryo NUYHYKO Mchopmau,mo. 3J'|0yMbIIJJJ'IeHHI/IKl/I MOTYT UCNONb30BaTh AaXe Mchopmau,mo O TOM, KaK Tbl 1 TBOU
poauTenn nnaHnpyete NpoBeCTU KaHUKYIbI;
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3. 3alumiuait cBo penyTauuio - epXu ee B YACTOTe U 3adaBsaii cebe Bonpoc: xoTen Gbl Thbl, YTODOLI Apyrue
nonb3oBaTenu BUAenu, YTo Tbl 3arpyxaelub? Mogymai, npexae Yem 4To-To onybrnvkoBaThb, HanUcaTb U 3arpy3uThb;

4. Ecnv Tbl rOBOPULLL C NIOABMUW, KOTOPbIX HE 3Haellb, HE UCMOMb3yi CBOE pearibHOe UMS U OPYryo NINYHYIO
NHdOpMaLMK: UMSI, MECTO XXUTENbLCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306pakeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
onpenenuTb TBOE MECTOMNOMNOXEHUE;

6. Mpu permuctpauum B coumnansHOM ceTn HeobxoaMMO UCNONb30BaTh CIIOXHbIE NApONn, COCTosALLNE U3 OyKB
N undp 1 € KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEOBX0AMMO MCMONb30BaTb pa3Hblie naponu. Torga ecnu
Teba B3nomatot, TO 3M10YMbILUNEHHUKN nonydaT AOCTYyn TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

3ﬂeKTpOHHbIe AeHbrn

SJ'IeKTpOHHbIe AOEHbIN - 3TO O4YEHb y,D,O6HbIl7I crnocob nnartexemn, ogHaKo CyLEeCTBYOT MOLUEHHUKN, KOTOpbIe
XOTAT NONY4YUTb 3TN AEHbIU.

SJ'IeKTpOHHbIe AeHbrn noaBuincb coecemMm HegaBHO U UMEHHO K3-3a 3TOro0 BO MHOIMMX rocygapcrtBax Ao Cux
nop He NPonnucaHo NpPo HMUX B 3aKOHaXxX.

B Poccum ke OHU (DYHKLUMOHUPYIOT U O HUX YKe MPOMMCaHO B 3aKOHe, rae UX pasgensioT Ha HEeCKOMbKo
BMOOB - @aHOHUMHbIE WU HE aHOHWMMHblE. PasHuMua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpbIX paspeluaeTcs
npoBoAuUTbL onepauun 6e3 naeHTUMKauumM nonb3oBaTensl, a B HEaHOHUMHbIX MaeHTUdUKaUUa nonb3oBaTens
ABNsieTcs 0b6A3aTeNnbHOMN.

Tawke cnegyeT pasnuyatb OMNEKTPOHHble UaTHble AeHbrM (paBHbl FOCYAApCTBEHHbIM BanTam) U
3MNEKTPOHHbIE HedmaTHbIE AeHbIM (HEe paBHbl rOCY4apPCTBEHHBIM BanoTam).

OcHOBHble coBeTbl N0 BGe3onacHom pa60Te C 3J1EeKTPOHHbIMU OEeHbramMmu:

1. TNpuBSHKM K cHETY MOOWMbHBIN TeNnedoH. ATO camblii YAOOHbIV N BbICTPbLIA CNOCOD BOCCTAaHOBUTL AOCTYN K
cyeTy. [NpuBaA3aHHbIV TenedoH NOMOXeT, ecnu 3abydellb CBOM MraTeXHbI Naponb Unu 3argellb Ha CauT C
He3HaKOMOro YCTPOMWCTBA;

2. VlCFIOJ'Ib3y17I OHOpa3oBblie Maposin. Mocne nepexoga Ha yCUINEeHHyK aBTOpusauunto Tebe yxXe He 6y,c|,eT
yrpoxXxatb ONMacHOCTb KpaXun Ui nepexsarta niiaTeXxHoro naporsns,

3. Boibepu crnoxHbin naponb. [NpectynHukam GygeT He MPOCTO yragaTb CNOXHbBIM Naponb. HagexHble
naponu - 3To Naponun, KOTopble CoaepXaT He MeHee 8 3HaKOB M BKIHOYAOT B ce65 CTPOUHbIE M MPONUCHbIE BYKBHI,
LUMdpLl U HECKOMNbKO CMMBOMOB, TakMe Kak 3Hak gonnapa, dyHTa, BOCKnMUATENbHbIM 3HaK U T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE AaHHbIE HA canTax, KOTOpPbIM HE AOBEpAELlb.
SHEKTPOHHaﬂ noyTa

OneKTpoHHas no4vta - 9TO TEXHONOMUst U NpefoCTaBlisieMble €l YCNyrn no Mepecbiike U MNOyYeHuto
3NEKTPOHHbIX COOGLLEHNI, KOTOpbIE pacnpenensaTcs B KOMMNbOTEPHON ceTu. OBbIMHO 3MEKTPOHHbLIN MOYTOBLIN
AWMK BbIMMSAMT criegylowmMm obpas3oM: UMs_Monb3oBaTensa@ums_aoMeHa. Takke KpoMe nepegaqv npocToro
TeKcTa, UMeeTCsi BO3MOXHOCTb NnepegasaThb doansbl.

OcHoBHble coBeTbl N0 6e3onacHoi paboTe ¢ 3MeKTPOHHOW NOYTOMN:

1. Hago BbiGpaTb npaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbii BbIGOp GecnnaTtHbix
MOYTOBbLIX CEPBMNCOB, OAHAKO fyylle AOBEPATb TEM, KOrO 3HaeLLb N KTO MEPBLIN B PENTUHTE;
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2. He ykasblBan B JIMYHOW MOYTE€ JIMYHYHO  WHopmaumio. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIn_haHat@" nnm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi ABYXaTanHy aBTopM3auuio. ATO Korga NOMMMO Naponst HYKHO BBOAWUTb KOZA, MPUChINaeMbin
no SMS;

4. Bbibepu crnioxHbIn naponb. [ns KaXkgoro NoYTOBOro SILMKAa AOJDKEH OblTb CBOWM HaAeXHbIN, YCTONYMBLIV K
B3MOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHBIA BOMPOC, NCMOMb3Y 3Ty BO3MOXHOCTb;

6. Vicnonb3yin HECKONBbKO MOYTOBBIX ALWMKOB. [epBbIv 4Ns YacTHOW NEpPEnncKM ¢ agpecatamu, KOTOpPbIM Thbl
JoBepsielllb. ATO ANEKTPOHHbIV aApec He HAZ0 UCNOoNb30BaTh NPU perncTpaunm Ha opymax 1 canTtax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUSA B NUCbMax, AaXe eCrivu OHW NpULLInn oT TBoux Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABNSANN N OHN Tebe aTn dawnnel;

8. MNocne okoH4YaHus paboTbl HA NOYTOBOM CEpPBUCE Nepepn 3akpbiTUeM BKNaOkM ¢ canToM He 3abyab HaxaTtb
Ha "Bbiitn".

KnGepO6ynnuHr unu eupTyanbHoe nsgeBaTeNbCTBO

KnGepObynnuHr - npecnenoBaHne COOOLLEHUAMW, COAEpXKallMMU OCKOpOIeHusi, arpeccuto, 3anyruBaHue;
XYNUraHCTBO; coLmaribHoe GoMKOTUPOBaHME C MOMOLLbIO Pa3fNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepOyNIMHIrom:

1. He 6pocavics B 6on. Jlyywnii cnocob: nocoBeToBaTbCs Kak cebsi BECTU U, €Cnn HET TOro, K KOMY MOXHO
obpaTuTbCsi, TO BHayarne ycrnokoutbcs. Ecnv Tbl HauyHelb oTBeYaTb OCKOPONEHNAMM Ha OCKOPONEHUSs!, TO TONBbKO
ele 6onblue pasoxKellb KOHINKT;

2. YnpaBnsan ceBoen knbeppenytaumen;
3. AHOHUMHOCTb B Ce€TM MHMMasi. CyLLecTBYIOT CNOCO6bI BbIACHUTb, KTO CTOUT 32 aHOHUMHbIM aKKayHTOM;

4. He cTouT BecTu xynuraHckui obpas BMpTyanbHOW Xu3HWU. VIHTepHeT dukcmpyeT Bce TBOW OENCTBUSA U
coxpaHsieT ux. Yoanutb ux 6ygeT kparHe 3aTpygHUTENbHO;

5. Cobniogan cBok BUPTYarbHYH YECTb CMOSOAY;

6. UrHopupyin eouHuYHbIA HeraTue. OpHOpas3oBble OCKOPGUTENbHble COOGLLEHUSI Nydlle WIHOpUMPOBaTb.
OO6bIYHO arpeccusi NpekpallaeTcsi Ha HavarnbHOW CTaauu;

7. BaH arpeccopa. B nporpammax oGmMeHa MrHOBEHHbIMW COOOLLEHUSIMU, B COLMAanbHbIX CEeTSX eCTb
BO3MOXXHOCTb GIOKMPOBKM OTNPaBKM COOBLLEHUIA C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou AeicTBMS: BLICTYNUTb NPOTUB NpecriegoBatens, nokasaTtb emy,
YTO ero OeiCTBUS OLEHMBAIOTCS HeraTMBHO, MoadepkaTb KEpTBY, KOTOPOWM HYXXHa Mcuxoriornyeckas NoOMOLLb,
COOBLLUUTL B3POCHbIM O haKTe arpeCcCUBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTOoHbl U MnaHLWeTbl coaepxaTt B cebe BMonHe B3pOChbI (PyHKLMOHANM, U TENEPb OHU
MOrYT KOHKYpMpOBaTb CO CTaLMOHapHbIMK KoMMbloTepamu. OgHaKo, CPeACcTB 3alumTbl Ans NofobHbIX YCTPOMCTB
noka o4YeHb Mano. TecTUpoBaHUE U NMOUCK YS3BUMOCTEN B HUX NMPOUCXOAUT He Tak UHTEHCUBHO, kak ans MK, To xe
camoe KacaeTCsl U MOBUMbHbLIX MPUMOXEHWN.

CoBpeMeHHble MOOWNbHble 6Gpay3epbl YKe MpakTUYecku [OorHanuM HacTombHble aHamnory, oaHako
paclumpeHune yHKLMOHana BneyYeT 3a cob6oi GOMbLLYI0 CIIOXHOCTb M MEHbLLYH 3aLUMLLEHHOCTb.
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[aneko He BCe MpoM3BOAUTENW BbiMyCKalOT OOHOBMEHWS, 3aKpbiBAKOLLME KPUTUYECKME YA3BMMOCTM AN
CBOWIX YCTPOMNCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTM MOBUNbHOro TenedoHa:

Hunyero He gBndetcs no-HactoAawemy OecnnaTtHbIM. Eyﬂ,b OCTOpPOXeH, Beab Koraa Tebe npegnararoT
©ecnnaTHbIN KOHTEHT, B HEM MOoryT ObITb CKPbITbl Kakme-To nnaTtHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTo nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW ByayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATE ONEpaLMOHHY0 CUCTEMY TBOEro cMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHbBIX TENeOHOB;

He 3arpyxaii npunoxeHusi OT HEW3BECTHOrO WCTOYHMKA, Bedb OHW MOrYT cofepxaTb BpeAoHOCHOe
nporpaMmmHoe obecnedeHue;

lMocne TOro Kak Tbl BbideLwb C canTa, rae BBOAWM MUYHYI0 MHopMauuio, 3anamn B HacTponkn BGpaysepa u
yaanu cookies;

Meproanyeckn npoBepsi, Kakve NraTHbIe YCIyryn akTMBMPOBaHbI HA TBOEM HOMEPE;

[asaw cBoin HoMep MobunbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBeEpSsieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He Nofb3yellbes. He 3abbiBavi nHor4a npoBepsThb 3TO.
Online urpsbi

CoBpeMeHHble OHManH-Urpbl - 3TO KpPacOYHble, 3axBaTbiBaloline pasBrieyeHusl, OObEeAMHSIIOLME COTHM
ThICSIY YENoBeK Mo Bcemy mupy. Urpoku mnccrnedyoT AaHHbIM UM Mup, obliarTcs Apyr C APYroM, BbIMOMHSOT
3a/laHusi, CPaKaTCA C MOHCTPaMU ¥ NonyyaroT onbIT. 3a yA0BONbCTBME OHU MMATAT: NOKYNakT OUCK, OnnavynBaoT
aboHeMeHT nnm NpuobpeTarT Kakne-To onuuu.

Bce atu cpeancrtea wmayt Ha nogaepXaHnme wun pas3sutue Uurpbl, a TakKke Ha CcaMmy ©e30nacHoOCTb:
COBEPLUEHCTBYKOTCA CUCTEeMbl aBTOpuU3aunn, BbiMYCKAKTCA HOBbIE MaTyu (LJ,VI(*)pOBbIe 3annaTtkm and nporpaMM),
3aKpbIBAKTCA YA3BMMOCTU CepBEPOB.

B nogoGHbIx nrpax CTout onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXun TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm OonblIMHCTBA nrp.

OcHoBHble coBeTbl M0 6e30nacHOCTN TBOEro UrpoBOro akKkayHTa:

1. Ecnu gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HenpuaTHOCTM, 3abnoKMpyn ero B Chucke
UrPOKOB;

2. I'Io>i<any|7|0ﬂ adMUHUCTpPaTopaM Urpbl Ha NJ10Xoe noBeaeHne 3Toro Urpoka, XernartesribHoO NPpUrioXnTb Kakne-
TO AOKazaTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBan nnyHyo nHopmauuio B npodanne nrpsbl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmBan HeodurumanbHble naTyv U Moabl;

6. Nlcnonb3yn CNoXHble U pasHble naponu;

7. Oaxe BO BpeMmsi Urpbl He CTOWUT OTKMoYaTb aHTMBMpYC. MNoka Tbl Urpaellb, TBOW KOMMbIOTEP MOryT
3apasuTh.
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PULINHT Unm Kpaxa JIN4YHbIX AaHHbIX

OObI4HOM KpaXkewn OeHer M OOKYMEHTOB CErodHsl yXKe HUKOro He YAMBMLIb, HO C pasBUTMEM WHTEPHET-
TEXHOMOIMI 3MTOYMbILUNIEHHNKM NEPEMECTUITUCE B MHTEPHET, N MPOAOIKAOT 3aHUMaTbCA "NModMMbIM" AenoMm.

Tak nosiBMnacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHMYECTBA U OULLVHT, FMaBHas Lefb KOTOPOro COCTOUT B
nony4eHun KoHUaeHUnanbHbIX AaHHbIX NONb3oBaTenen - NOrMHOB M naponen. Ha adrnuiickom asbike phishing
yntaeTca kak ounwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTO TBOSI aHKeTa Oblfa B3riomaHa, To Heobxoanmo
3abnokupoBaThb ee 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yn 6e3onacHble Beb-calTbl, B TOM YUCIE, MHTEPHET-MarasnHoOB M NMOUCKOBbLIX CUCTEM,;

3. VlCFIOJ'Ib3yI7I CITOXHble WU pa3Hble naposn. Takum o6pa30M, ecnn Tebs B3fnomaloT, TO 3J10YMbILLUNTEHHUKN
nony4yart AO0CTYyn TOJIbKO K OAHOMY TBOEMY I'IpO(*)VIﬂI-O B CE€TU, a HE KO BCEM;

4. Ecnu Tebsa B3nomanu, To HeobxoanmMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble gobaBneHsbl y Tebs
B OpPYy3bsX, O TOM, 4TO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn ByaeT pacchinatbCd cnam M CCbIfIKK Ha
(PULLNHIOBbIE CaNThI;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannsl u gpyrue BNOXEHUS B NUCbMax, Aaxke eCnv OHW Npuwnn oT TBouX Apysen. Jlydwe
YTOYHW Y HUX, OTMPAaBNSANM N OHW Tebe aTn dannel.

LndpoBas penyTtauus

LindppoBas penytaums - 3T0 HeraTMBHas Unun No3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtumpytowias
nHpOopMaLms, pasMeLleHHasa B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearibHON XU3HMW.
"Undposas penytaums” - 9To TBOW UMUK, KOTOPbIN hopmupyeTcs M3 nHopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XWTenbCTBa, yqe6b|, TBOE (*)VIHaHCOBOG nonoxeHune, ocobeHHoCTn Xapakrtepa M pacckasbl O
OGrM3KKNX - BCe 3TO HaKannMBaeTCs B CETHU.

MHorve nOApPOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHoW uHdopmaumm B WHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeacTBMI. Thl JaXe He CMOXellb JoradaTbCs O TOM, YTo poTorpadus, pasmeLLeHHasa 5
neT Hasaf, cTana NpU4MHOM oTKa3a MpuHSTL Tebs Ha paborTy.

KomMeHTapuu, pasmelleHve TBoux doTtorpaduii n gpyrne AencTBUS MOTYT HE MCYE3HYTb Jaxe Mnocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3Haelb, KTO COXpaHun 3Ty nHdopmauumio, nornana M oHa B MOUCKOBbIE CUCTEMbI U
COXpaHunacbh N OHa, a rmaBHOE: YTO NOAYMAalOT 0 Tebe OKpyKatoLme Nan, KOTopble HanAyT N yBMAAT 3T0. HanTu
NMHOPMALIMIO MHOTO MET CNYCTA CMOXET fobon - kak M3 Aobpbix NobyKAeHUn, Tak N C HaMepeHeM NPUYUHUTL
Bpen. ATO MOXeT ObITb KTO YroAaHO.

OcHOBHbIe COBETHI MO 3aLmTe LMPOBON penyTaumm:
1. NMogymai, npexae 4em 4TO-TO Ny6nMKkoBaTh M NnepedaBaTh Y cebs B 6nore nnv B coumanbHoOm ceTw;

2. B HacTponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NMpoduna U ero conepXxumoro,
caenaw ero Tonbko "onsa apysen";

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLUIO, KOTOpPasi MOXET KOro-NMbo ockopGnsiTe UMK 0BUXaTb.
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ABTOpCKOe npaBo

CoBpeMEeHHbIe LUKOMBbHUKN - aKTUBHbIE Morb3oBaTeny uudgposoro npoctpaHctea. OgHako Aaneko He Bce
3HalT, 4YTO MOfb30BaHWE MHOMMMU BO3MOXHOCTSMW UudpoBoro Mupa TpebyeT cobntogeHuss npae Ha
WHTENNEeKTyanbHyt0 COGCTBEHHOCTb.

TepMuH "MHTennekTyanbHash COOCTBEHHOCTb" OTHOCUTCS K pPasfiMyHbiM TBOPEHUSIM YENTOBEYECKOro yma,
HauMHasa C HOBbIX M30OpEeTEHUN N 3HAKOB, 0603HAYaOLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCNyru, U 3akaHynBasi
KHuramu, otorpadmamm, KUHOPUIbMamMm 1 My3blkanbHbIMU NPOU3BEAEHNAMMU.

ABTOpCKUWE MpaBa - 3TO NpaBa Ha MHTENNEKTyanbHyl COOCTBEHHOCTb Ha NPOU3BEAEHMS HAYKW, NMUTepaTypbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYNAOT B KAYECTBE rapaHTUKU TOFO, YTO UHTEMNEKTYarbHbIA/TBOPYECKMIA TPy
aBTopa He ByaeT HanpacHbIM, AacT eMy cnipaBeaSIvBble BO3MOXHOCTU 3apaboTaTth Ha pesynbTaTtax CBOEro Tpyaa,
MonyYnMTb W3BECTHOCTb W nMpu3HaHuve. HukTo 6e3 paspelleHuss aBTopa He MOXET BOCMNPOM3BOAUTL €ro
npousBeaeHWe, pacnpocTpaHaTb, NYONNYHO OEMOHCTPMPOBATL, NpoAaBaTb, UMMNOPTMPOBATL, MyckaTb B MpoKar,
ny6GrMYHO UCMOMHATD, NOKa3bIBaTL/UCNOMHATL B 3chmpe unm pasmellaTs B MIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
AaHHbIX K TBOMM akkayHTam o 6nOoKMpoBKM TBOEro yCTPOWCTBA, rae ycTaHOBMNEHa HeneranbHas nporpamma. He
CTOMWT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnartHble NPorpaMMbl, KOTOPbIE MOXHO HAWTW B CETU.

O noprane

CeTeBuYOK.pdd - TBOW IMaBHbIA COBETYMK B ceTW. 3[4ecb Tbl MOXelb Yy3HaTb O 6e3onacHoOCTM B cCeTu
MOHSITHBIM W JOCTYMHbIM S13bIKOM, @ NPU BO3HUKHOBEHUW KPUTUYECKOWN CUTyauumn obpatutbCs 3a COBETOM. A Takke
NPUHATb y4acTue B KOHKYpCax 1 cTaTb CaMbiM LIMPPOBBLIM rpaxaaHuHom!

MpunoxexHne N 3
NAMATKA Ons POOUTENEN OB UH®OPMALIMOHHOW BE3OMNACHOCTWU OETEN

OnpepgeneHne TepMuHa "MHdoOpMauUnoHHast 6e3onacHocTb aeten" cogepxutcsa B dPegepanbHoM 3akoHe N
436-$93 "O 3awute geter OT MHGOPMaLUK, MPUYMHAIOWEN Bped UX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLUEHMS, CBA3aHHbIE C 3alMTON AeTen OT UHOopMaLMK, NPUYMHSIOLLEN Bped UX 340POBbI0 U (Mnn) pa3BuTuio.
CornacHo gaHHOMY 3akoHy "WMHopMaumoHHas 6e30macHOCTb AeTer” - 3TO COCTOSIHME 3alUULLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C MPUYMHEHEM MHOpMaLuer Bpeaa nx 30opoBbio 1 (Mnu) nsmyeckomy,
NMCUXNYECKOMY, AYXOBHOMY, HPDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-®3 nHdopmaumen, NpuYnHAIOLWEN Bpes 340POBbLI0 U (UNK) pasBUTUIO
AeTen, aBngaeTcs:

1. HpOopMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean aAeTen;

2. vHdopMauus, pacnpocTpaHeHne KOTOPOM OrpaHMyeHoO cpeau geten onpeferneHHbIX BO3pacTHbIX
KaTeropumn.

3. K nHcpopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHust cpeau AeTen, OTHOCUTCS:

4. vHdopMauusd, nobyxparowas geTer K COBEpLUEHWIO AENCTBUM, NPEACTaBASAOWNX Yrpo3y UX XU3HU W
(vnu) 300poBbIO, B T.4. NPUYMHEHUIO Bpea CBOEMY 300POBb0, CaMOyOuINCTBY;

5. cnocoGHOCTb BbI3BaTb y AETEN XenaHue ynoTpebutb HapkoTuyeckue CpefcTBa, NCUXOTPOMHble U (Unin)
ofypMaHuBawoLle BellecTBa, TabayHble WU3OeNnusl, ankorosibHyld M CUPTOCOAEpPXKallylo MPOAYKUUIO, MUBO U
HaMWUTKX, M3roTaBNMBaeMble Ha ero OCHOBE; MPWHATb y4acTue B a3apTHbIX Mrpax, 3aHUMMaTbCA MPOCTUTYUMEN,
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OpoAsAKHNYECTBOM MK NONPOLLANHNYECTBOM;

6. obocHoBbiBawoLWasas wnu onpasAbiBalollast [OMNYCTUMOCTb Hacunua u  (MnM) XKecTokocTM nunbo
nobyxaatoLlas oCcyLeCTBATb HACUTbCTBEHHbIE ENCTBUS MO OTHOLLIEHUIO K NIIOAAM U )KUBOTHbIM;

7. oTpyualoLLas ceMeiiHble LEHHOCTU U hopMUpYIOLLLasl HeYBaXKeHVe K POAUTENSM U (MNn) APYrUM YneHam
cembi;

8. onpaBabiBatoLLas NpoTUBONPABHOE NOBEAEHME;
9. cogepkallasi HeLleH3ypHyo 6paHb;
10. cogepkaluasa nHpopmaLumo NopHorpadn4ecKkoro xapakrepa.

K wvHdopmauun, pacnpocTpaHeHMe KOTOpPO OrpaHWYeHo cpeau [heTell OonpedesieHHoro Bo3pacTa,
OTHOCUTCS:

1. nHpopmaums, NnpeacTaBnsemMas B BUge M30b6paxeHUs UM onMcaHus XeCTOKOCTH, Prn3n4eckoro n (1nm)
NMCUXMYECKOro HaCKUnIms, NPeCcTynneHns UM MHOro aHTMOBLLIECTBEHHOTO AENCTBUS;

2. Bbi3blBalOWAsA y AeTen CTpax, yKac wunv naHwky, B T.4. nNpeacTaBnsgemas B Buae unsobpaxeHus wvnu
OMNMCaHNMA B YHWXaloLWen 4enoBeyeckoe [OCTOMHCTBO (POPME HEeHacUnbCTBEHHOW CcMepTu, 3abonesBaHus,
caMoyBuIncTBa, HeCHacTHOro criydasi, aBapuv Unm Katactpodsbl 1 (Mnn) X NOCneacTemn;

3. npencraengemass B BMAE M300pPaXKEHUS UMM ONUCAHUSA MOMOBLIX OTHOLUEHWUA MeXOY MY>XYUHOW W
>KEHLLMHOMN;

4. copgepxallas GpaHHbIe CIoBa W BblpaXkeHWsl, He OTHOCALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npegnaraioTtcs npasuna paboTtel B cetn MHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONUT obecnevnTb MHPOPMaLUOHHYO Be3onacHOCTb Balnx AeTen.

O6wwue npasuna ans poautenen

1. He3aBncumo ot Bo3pacTa pebeHka ncnosb3ynte nporpaMMHoe obecneveHne, nomoratoLlee punbTpoBaTh
N KOHTPONMpoBaTb MHPOPMAaLIMIO, HO He MonaranTecb NOMHOCTLIO HA Hero. Balle BHUMaHWe k pebeHKy - rmaBHbIN
MeToz 3aLUUThbI.

2. Ecnn Baw peGeHoK MMeeT akkayHT Ha OogHOM u3 couwmanbHbix cepsucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T1.n.), BHUMaATENBHO N3Y4YNTE, KaKyt0 MHCPOPMALMIO MOMELLAIOT €ro Y4aCTHUKM B CBOUX NPOMUAX U
6riorax, Bkntoyas gpotorpacdum n Buaeo.

3. lMpoBepbTe, C Kakumu OpyrMMyM carWTamu CBA3aH couumanbHbii cepBuc Bawero pebeHka. CTpaHuyku
Bawwero pebeHka moryT 6biTb 6€30MacHbIMK, HO MOTYT U COAEPXaTb CCbISIKM HA HeXernaTerbHble U ONacHbIe CanThbl
(Hanpumep, NOPHOCANT, UK CalT, HA KOTOPOM APYr YNOMUHAET HOMEpP COTOBOro TenedoHa Bawero pebeHka unu
Baw pomaluHum agpec)

4. Moowpsante Bawwux geten coobuwatb 060 BCEM CTPaHHOM WM OTTaNKUBAKOLWEM U HE CIIULLKOM OCTPO
pearnpynTte, Korga oHV 3To AenatoT (M3-3a ornaceHnst NoTepsTb JOCTYN K VIHTepHeTY AeTW He roBOpPAT poamuTensam
0 npobrnemax, a Takke MOryT Ha4aTb UCMOMb30BaTb VIHTEPHET BHE AOMa U LLKOSbI).

5. BygobTe B Kypce ceTeBoM xun3HM Bawero pebeHka. IHTepecynTech, KTO nx Apy3bs B VIHTEPHET Tak Xe, Kak
WHTEpecyeTeChb peanbHbIMU OPY3bSMU.

BospacTt ot 7 no 8 net
B WNHTepHeTe pebeHok cTapaeTcs MOCETUTb T€ UMW WHble CaliTbl, 8 BO3MOXHO WM YaTbl, paspelleHne Ha

nocewieHne KOTOpbIX OH He nony4un Obl OT pO,EI,I/ITeJ'IeIZ. nOSTOMy poauTenam 0cobeHHO MNonesHbl 6y,u,yT TEe
OT4YETbl, KOTOpble MNpeaocCTaBNAlOTCA MNporpaMmmamMmm no OorpaHn4eHno Uncnosib3oBaHUA MHTepHeTa, T.e.
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Poaoutenbckuii KOHTPOMb UK TO, YTO Bbl CMOXETE YyBUAETb BO BPEMEHHbIX havnax. B pesynbTarte, y pebeHka He
OyoeT ouylleHus, YTo 3a HUM BeAeTCH MOCTOSHHbIA KOHTPOMb, OA4HAKo, poautenu OyayT no-npexHemy 3HaTb,
Kakue caunTbl nocewaet ux pebeHok. [eTn B gaHHOM Bo3pacTe obnagaloT CUMbHbIM YYBCTBOM CEMbM, OHU
JOBEpYMBbI U He coMHeBakwTCa B aBTtopuTeTax. OHM NobAT urpate B CeTeBble Urpbl U NyTeLlecTBOBaTb NO
MHTepHeTy, NCNomnb3ysi 3NEeKTPOHHYI0 MOYTY, 3aX04UTb Ha CanTbl U YaTbl, HE PEKOMEHAOBaHHbIE POAUTENAMMN.

CoBeTbl N0 Be3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. CospgaiiTe cCnUCOK AOMalUHUX MpaBWi MocelleHuss VIHTepHeTa npu yyactum fetei u Tpebyiite ero
BbINOMHEHNS.

2. TpebyiTte ot Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaxXOXAeHUst 3a KOMMNboTepoM. [NokaxuTe
pebeHKy, 4yTo Bbl HabniogaeTe 3a HMUM He noToMy 4To Bam aTo xouvetcs, a notomy 4Yto Bbl Becnokouteck o ero
Ge3onacHOCTW 1 BCeraa rotoBbl EMy NOMOYb.

3. KomnbloTep ¢ nogknoveHneMm K MIHTepHeTy OOMmKeH HaxoauTbCcs B OOLen KoMHaTe nog NpUCMOTPOM
poautenemn.

4. Ncnonb3ynte cneumanbHble eTCKME MOMCKOBbLIE MALUUHBI.

5. Vicnonb3ynte cpeactsa OrnokMpoBaHMSA HeXenaTenbHOro KOHTEeHTa Kak [OMOfIHeHWe K CTaHO4apTHOMY
PoantensckomMy KOHTPONtO.

6. Co3pante ceMenHbIN SNEKTPOHHbIN ALLKK, YTOObI HE NO3BONUTL AETSIM MMETb COOCTBEHHbIE aapeca.

7. Bnokupynte goctyn k canWTam c OecnnaTHbIMU MOYTOBBLIMK SILLMKAMU C MOMOLLbIO COOTBETCTBYHOLLErO
nporpaMmMHoOro obecneyeHus.

8. Mpuyunte geten coseToBaTbCa ¢ Bamu nepen onybnukoBaHvem kakon-nnbo mvHgopmauum cpeacrsamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX OPM U NpodUnen.

9. Hayuute geTelt He 3arpyxaTtb hannbl, Nnporpammbl UM My3biky 06e3 Ballero cormnacus.
10. He paspeluante getsam Mcnonb3oBath CryXObl MTHOBEHHOrO 06MeHa coobLeHnAMU.

11. B "Genbin" cnucok canToB, pa3spelleHHbIX Ofsi MOCELleHUs, BHOCUTE TONbKO CaWTbl C XOpoLUen
penyTaunen.

12. He 3abbiBavite 6ecenoBath ¢ getbMu 06 nx Apy3bsx B MIHTepHeTe, Kak ecnuv 6bl pedb Wwna o apysbsx B
pearnbHON XU3HMU.

13. He genaiite "taby" 13 BONpPOCOB MOJIOBON WU3HW, TaK Kak B IHTEpHETE AETU MOTYT NIErKO HATKHYTLCS Ha
nopHorpadguio nnu cantel "ana B3pocnbIx”.

14. MNpwnyuute Bawero pebeHka coobwaTe Bam 0 Ntobbix yrposax nnm Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
OcTaBaniTecb CMOKOWHBbIMU M HAaNOMHWUTE AETAM, YTO OHWM B Be3onacHOCTU, ecrv camm pacckasanu BaMm O CBOMX
TpeBorax. [loxBanuTte nx 1 NOCOBETYWTE NOAONTY eLle pa3 B NOAOOHbLIX cryyasx.

BospacTt getenn ot 9 no 12 ner

B paHHOM BO3pacTe OeTu, Kak npaBuro, yKe HachnblwaHbl O TOM, Kakas uHdopmauus cyllecTtByeT B
MHTepHeTe. COBEPLUEHHO HOPMAIibHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, ycnbiwaTtb. [py 3TOM HYXHO
NMOMHWUTb, YTO OOCTYN K HEeXenaTesflbHbIM MaTepuaniam MOXHO ferko 3abnokvpoBaTb MNpyv MOMOLLU CPeacTs
Poantenbckoro KOHTpons.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnuCoK AOMallHMX NpaBun noceweHust WHTepHeT npu ydactum geten mn Tpebynte ero
BbIMOMHEHUS.
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2. TpebyiiTe oT Bawero pebeHka cobntofeHnsi HOPM HaXOXOEHUS 32 KOMMbIOTEPOM.

3. Habnopante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaxute emy, 4yto Bbl Becnokoutech o ero
6e30MnacHOCTM 1 BCerga roToBbl Oka3aTb MY MOMOLLb.

4. KomnbloTep € nogkntoveHneM B MIHTEpHET JOImKeH HaxoauTbCsl B OOLLEN KOMHaTe nog MpUCMOTPOM
poauTenen.

5. MCI'IOJ'Ib3yl7ITe cpeacTtea 6J'IOKVIpOBaHVIF| HeXenaTeNlbHOro KOHTeHTa KaK AOMNOJfIHeHue K CTaHO4apTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

6. He 3abbiBaviTe npvHMMaTb HEMOCPEACTBEHHOE y4acTue B XU3HW pebeHka, 6ecegoBaTb ¢ AeTbMU 06 MX
Opy3bsix B VIHTepHeTe.

7. HactanBanTte, 4tobGbl AeTW HUKOrA4A HE cornaluanmch Ha NMMYHbIe BCTpPeYM ¢ Apy3bamu no MHTepHeTy.
8. Mo3BonanTe geTsaM 3axoauTb TONMbKO Ha calTbl N3 "6enoro” cnucka, KOTopbI co3ganTe BMECTE C HAMWN.

9. MpuyunTte geten HUKOrga He BblAaBaTb NNYHYI0 MHAOPMALMIO CpeacTBaMMn SMEKTPOHHON MOYThl, YaToB,
CMCTEM MrHOBEHHOro obMeHa COOBLLEeHNAMN, PerncTpaumMoHHbIX (OPM, fIMYHBIX NPOdUIen 1 Npu perncTpaummn Ha
KOHKypCbl B VIHTepHeTe.

10. Mpuyunte OeTel He 3arpyxaTb Nporpammbl 6e3 Bawero paspelueHusi. O6bACHUTE UM, YTO OHU MOTYT
Cry4yalHo 3arpy3vTb BUPYCbI UNN APYroe HexenaTtenbHoe nporpammHoe oGecneydeHue.

11. Cospawte Bawemy pebeHKy orpaHNMYeHHY0 y4eTHYIO 3anucb Ang paboTbl Ha KoMMbloTepe.

12. Mpuyuute Bawero pebeHka coobatb BaM 0 MobbIX yrpo3ax Unn Tpeeorax, cBs3aHHbIX ¢ VIHTepHeTOM.
HanomHute getam, 4To oHM B 6e30nacHOCTU, eCrnv caMu pacckasarnu Bam O CBOMX TPEBOrax 1 onaceHusix.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HacTtamBawite Ha ToM, YTOObI 4T NPELOCTABMANM BaM OCTYN K CBOEW 3MEKTPOHHON MoYTe, YTOObI Bbl
y6eannucb, YTo OHKU He OOLLAOTCA C HE3HAKOMLLaMM.

15. OBbsACHUTE OEeTAM, YTO HEenb3s MCNOoMb30oBaTb CETb AN XYNUraHcTBa, PacnpoCTPaHeHWsl CneTeH unu
yrpos.

BospacT gpeten ot 13 no 17 ner

B aToM Bo3pacTe NogpOCTKM aKTUBHO UCMOMb3YHT MOUCKOBbIE MALLWHBI, NOMNb3YTCSl ANIEKTPOHHOW MOYTOMN,
cnyx6amy MrHoBeHHoOro obmeHa coobLleHNAMU, ckaumBalT My3blKy U GunbMbl. Manb4ukam B 3TOM BO3pacTte
bonblle MO HpaBy cCMeTaTb BCE OrpaHUYeHusl, OHW XaxayT rpyboro tomopa, asapTHbIX Wrp, KapTUHOK "Ans
B3pocnbIx”. [eBoukM npegnodmTaT oblartbcs B 4aTax, Npu STOM OHU ropa3go bonee YyBCTBUTEMbHbI K
cekcyarnbHbIM foMoraTenbcTBam B VIHTepHeTe.

3avacTyio B JaHHOM BO3pacTe poauTensm yxe BeCbMa CIOXHO KOHTPONMPOBaTb CBOUX AETEW, Tak Kak 0b
MHTepHeTe OHM yxe 3HalT 3Ha4UTENbHO Oonblue CBOMX poauTenen. Tem He MeHee, He OTnyckanTe geTen B
"cBoboaHOe nnaBaHue" no NHTepHeTy. CTapantecbk akTUBHO y4acTBOBaTh B 06LeHMN pebeHka B VIHTepHeTe.

BaxHo no-npexHeMy cTporo cobniogatb npasuna WHTepHeT-6e30MacHOCTM - COrnalleHne Mexay
poautenamun n getbMu. Kpome Toro, HeoGxoaMMoO Kak MOXHO 4alle npocMaTpuBaTb OTYETbI O OEATENbHOCTM
neten B UHTepHeTe. CnegyeT obpatuTb BHMMaHME Ha HeOOXOOUMOCTb COAEPXKaHUS pOoAUTENbCKMX Maponen
(naponer agMMHUCTPaTOPOB) B CTPOIOM CEKpeTe 1 00paTUTb BHUMAHNE Ha CTPOroCTb 3TUX Naposien.

CoBeTbl N0 6e3onacHOCTX B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3pgante cnNucoK AOMalUHWMX NpaBun nocelleHnss VIHTepHeTa npu ydacTum noapocTkoB U TpebyinTe
6e3ycnoBHOro ero BoinonHeHus. O6roBopuTe ¢ pebeHKOM CMUCOK 3anpeLLeHHbIX canToB ("4epHbI CNNCOK"), Yachl
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paboTkl B IHTepHeTe, pykoBOACTBO N0 00l eHunto B IHTepHeTe (B TOM Yncrne B YaTax).
2. KomnbtoTep ¢ NoAKntoYeHnem K cetn UHTepHeT A0MmKeH HaxoanTbes B obLLeln KOMHaTe.

3. He 3abbiBante beceposatb ¢ geTbMu 06 ux Apy3bsaAx B WHTepHeTe, O TOM, YeM OHW 3aHATbI Takum
obpasom, ByaTo pedb uaeT o Apy3baxX B peanbHOM XudHu. CnpaluvBante O Noasix, C KOTopbiMKU AeTh obLialTcs
nocpeacTBoM Cny6 MrHOBEHHOro o6MeHa coobLeHnaMK, YToBbl yoeanTbes, Y4To 3TW MAN UM 3HAKOMbI.

4. Ncnonb3ynte cpenctsa GNOKMPOBAHWUS HEXEnaTernbHOro KOHTEHTa Kak [OMOSIHEHWE K CTaHO4apTHOMY
PoouTtenbckoMy KOHTPOISIH.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3yotcsa Bawwm getn. Tlloowpsnte umcnonb3oBaHue
MOLEepUpYyeMbIX YaTOB M HacTauBarnTe, YToObl 4eTU He obLLanuch B MPUBATHOM peXxume.

6. HactanBante Ha TOM, 4TObObI A€TK HMKOrAA HEe BCTpeYannchb NMMYHO C ApY3baMU U3 ceTn VIHTepHeT.

7. MNpuyynte geTew He BbiAaBaTb CBOK JIMYHYIO MHOPMALMIO CpeacTBaMWU 3NEKTPOHHOW MOYTbl, 4aToB,
CMUCTEM MIHOBEHHOro obmMeHa coobLLeHnaMI, PErMCTPaLMOHHbBIX POPM, MMYHBLIX NPOodUNEN N NPKU perncTpaumm Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte peten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6BbACHUTE MM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHue.

9. MNpuyunte Bawero pebeHka coobwatb Bam 0 ntobbix yrpo3ax Unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHute getam, 4yTo OHM B Ges3onacHOCTM, ecnu camu pacckasanuM BaM, O CBOMX Yrpo3ax unu Tpesorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute getam O nopHorpadum B WHTepHeTe. [lomormte vm 3awmtuTbCs OT cnama. Hayuute
MOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro peanbHOro 3NEeKTPOHHOrO afpeca, He oOTBevyaTb Ha
HexxenaTernbHble NMCbMa M UCMONb30BaTh CrneunanbHble MOYToBble (PUNbTPbI.

11. Mpuy4nte cebs 3HAaKOMUTBLCA C canTaMmu, KOTOpPbIE NOceLatT NOgPOCTKN.

12. Hayuute geTei yBaxaTtb OpPYrux B MHTEpHeTe. YbeanTech, YTO OHU 3HAKOT O TOM, YTO MpaBuiia XopoLUero
noBeAeHWs AeNCTBYIOT Be3fe - Aaxe B BUPTYanbHOM MUpE.

13. OObsicHUTE [eTaAM, YTO HM B KOEeM clyy4ae Henb3sa ucnomnb3oBaTb CeTb AN XynUraHcTea,
pacnpoCTpaHeHUs CNNETEH UK yrpo3 APYrMM NI0AsIM.

14. Obcyaute ¢ nogpocTkamm npobrnembl CEeTEBbIX a3apTHbIX UMP U UX BO3MOXHBIN puck. HanomHute, uTo
AETN He MOryT UrpaTb B 3TW UrPbl COTMAcHO 3aKOHY.

MocTosHHO KOHTponupyiTe ucnone3oBaHne VHTepHeTa Bawum pebeHkom! OT0 He HapyLleHne ero JIM4YHOro
NPOCTPaHCTBA, a Mepa NPeA0CTOPOXHOCTM 1 NposABneHne Balwien pogmMTenbckon OTBETCTBEHHOCTHM M 3a00ThlI.

www.consultant.ru Crpanuua 15 un3 15
HafeXXHaa npaBoBad noaaep)xka


https://www.consultant.ru/
https://www.consultant.ru/

